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Abstract. RC4, the widely used stream cipher, is well known for its
simplicity and ease of implementation in software. In case of a special
purpose hardware designed for RC4, the best known implementation till
date is 1 byte per 3 clock cycles. In this paper, we take a fresh look at
the hardware implementation of RC4 and propose a novel architecture
which generates 1 keystream byte per clock cycle. Our strategy considers
generation of two consecutive keystream bytes by unwrapping the RC4
cycles. The same architecture is customized to perform the key scheduling algorithm at a rate of 1 round per clock.
Keywords: Fast Implementation, Hardware, RC4, Stream Cipher.

1

Introduction

RC4 is one of the widely used software stream ciphers that is mostly implemented
in software. This cipher is used in network protocols such as SSL, TLS, WEP
and WPA. As well the cipher ﬁnds applications in Microsoft Windows, Lotus
Notes, Apple AOCE, Oracle Secure SQL etc. Though several other eﬃcient and
secure stream ciphers have been discovered after RC4, it is still the most popular
stream cipher algorithm due to its simplicity, ease of implementation, speed and
eﬃciency. The algorithm can be stated in a few lines, yet after two decades of
analysis, its strengths and weaknesses are of great interest to the community. In
spite of several cryptanalysis attempts on RC4 (see [1,2,4,9,10,11,13,14,15,16,18]
and references therein), the cipher stands secure if used properly.
In this paper we present a novel hardware design of RC4 for fast generation of
keystream. To motivate our contribution, we need to discuss the basic framework
of RC4 ﬁrst. A short note on RC4 follows.
1.1

RC4 Algorithm

The RC4 stream cipher has been designed by Ron Rivest for RSA Data Security in 1987. It uses an S-Box S = (S[0], . . . , S[N − 1]) of length N , each
location storing one byte. Typically, N = 256, and S is initialized as the identity permutation, i.e., S[y] = y for 0 ≤ y ≤ N − 1. A secret key k of size
l bytes (typically, 5 ≤ l ≤ 16) is used to scramble this permutation. An array
G. Gong and K.C. Gupta (Eds.): INDOCRYPT 2010, LNCS 6498, pp. 347–363, 2010.
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K = (K[0], . . . , K[N − 1]) is used to hold the secret key, where the key is repeated in K at key length boundaries. i.e., K[y] = k[y mod l], for 0 ≤ y ≤ N − 1.
RC4 has two components, namely, the Key Scheduling Algorithm (KSA)
and the Pseudo-Random Generation Algorithm (PRGA). The KSA uses the
secret key K to generate a pseudo-random permutation S of 0, 1, . . . , N − 1 and
the PRGA uses this pseudo-random permutation to generate pseudo-random
keystream bytes. The two pieces of the RC4 algorithm are as shown in Algorithm 1 and Algorithm 2. Any addition used related to the RC4 is in general
addition modulo N unless speciﬁed otherwise. The keystream output byte Z is
XOR-ed with the message byte to generate the ciphertext byte at the sender end,
and is XOR-ed with the ciphertext byte to get back the message byte at the receiver end. The software implementation of RC4 is simple. Detailed comparison
of the software performance of eStream portfolio and RC4 is given in [19].
Input: Secret Key K.
Output: S-Box S generated by K.
for i = 0, . . . , N − 1 do
S[i] = i;
end
Initialize counter: j = 0;
for i = 0, . . . , N − 1 do
j = j + S[i] + K[i];
Swap S[i] ↔ S[j];
end

Algorithm 1. KSA
1.2

Input: S-Box S, output of KSA.
Output: Random stream Z
generated from S.
Initialize the counters: i = j = 0;
while TRUE do
i = i + 1;
j = j + S[i];
Swap S[i] ↔ S[j];
Output Z = S[S[i] + S[j]];
end

Algorithm 2. PRGA

Our Contribution

A 3-clock eﬃcient implementation of RC4 on a custom pipelined hardware was
proposed in Kitsos et al. [6] in 2003. Though there are already a few attempts
to propose eﬃcient hardware implementation [3,5,7,12] of RC4, the basic issue
remained ignored that the design motivation should be initiated from the question that “In how many clocks a byte can be generated in an RC4 hardware?” To
the best of our knowledge, this line of thought has never been studied and exercised in a disciplined manner in the existing literature, which in fact, is quite
surprising.
In this paper we present a novel hardware for RC4 from this speciﬁc design
motivation. Our model is a generic circuit based on simple ideas of combinational
and sequential logic design. The main contribution of our work is to take a new
look at RC4 by combining consecutive pairs of cycles in a pipelined fashion, and
to read oﬀ the values of one state of the S-box from previous or later rounds of the
cipher. To the best of our knowledge, the unwrapping of RC4 cycles to extract
S-box information from previous or later stages is an idea which has never been
exploited in designing an eﬃcient hardware for RC4. The comprehensive design
strategy and analysis of the circuit is presented in the following sections.
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Organization of the Paper

Section 2: In this section, we propose the basic idea for our hardware implementation. This includes the modiﬁcations in the RC4 algorithm required for our
hardware, and the circuits to perform each step of the modiﬁed algorithm.
Section 3: This section deals with a comprehensive timing analysis of the proposed architecture and presents a timing diagram for a few illustrative clock
cycles in details.
Section 4: Here we present the complete circuit for our hardware, and prove
our claim (‘one byte per clock’) as a formal theorem. In this section, we also
discuss the minor modiﬁcations required to perform the KSA round using the
same circuit (see Section 4.1), and compare our proposed architecture with the
existing models for RC4 hardware, as found in the literature (see Section 4.2).
Section 5: This section concludes the paper by suggesting platforms for the practical implementation of the proposed hardware. We also present some ideas regarding parallelization of the circuit.

2

Hardware Implementation

We consider the generation of two consecutive values of Z together, for the two
consecutive message bytes to be encrypted. Assume that the initial values of the
variables i, j and S are i0 , j0 and S0 , respectively. After the ﬁrst execution of
the PRGA loop, these values will be i1 , j1 and S1 , respectively and the output
byte is Z1 , say. Similarly, after the second execution of the PRGA loop, these
will be i2 , j2 , S2 and Z2 , respectively. Thus, for the ﬁrst two loops of execution
to complete, we have to perform the operations shown in Table 1.
Table 1. Two consecutive loops of RC4 Stream Generation
Steps
1
2
3
4

First Loop
i1 = i0 + 1
j1 = j0 + S0 [i1 ]
Swap S0 [i1 ] ↔ S0 [j1 ]
Z1 = S1 [S0 [i1 ] + S0 [j1 ]]

Second Loop
i2 = i1 + 1 = i0 + 2
j2 = j1 + S1 [i2 ] = j0 + S0 [i1 ] + S1 [i2 ]
Swap S1 [i2 ] ↔ S1 [j2 ]
Z2 = S2 [S1 [i2 ] + S1 [j2 ]]

For hardware realization, to store the S value, we use a bank of 8-bit registers,
256 in total. The output lines of any one of these 256 registers can be accessed
through a 256 to 1 Multiplexer (MUX), with its control lines set to the required
address i1 , j1 , i2 or j2 . Thus, we need 4 such 256 to 1 MUX units to simultaneously read S[i1 ], S[i2 ], S[j1 ] and S[j2 ]. Before that, let us study how to compute
the increments of i and j at each level.
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Step 1: Calculation of i1 and i2

We ﬁrst note that incrementing i0 by 1 and 2 can be done by the same clock pulse
applied to two synchronous 8-bit counters both initialized with the value i0 ; in
one counter the clock pulse is applied to the input of all the ﬂip-ﬂops, and in
the other, it is applied to all the ﬂip-ﬂops except the one at the LSB position, as
shown in Fig. 1. Also, we need to load these counters with new values every other
clock cycle (alternate with incrementing), and hence these must be counters with
parallel load mechanism, so that the loading takes a single clock pulse.

i0
Ʒ
i1

i2

Fig. 1. [Circuit 1] Circuit to compute i1 and i2

Note that it is possible to simplify the implementation even further. We know
that i1 and i2 will always be equal but for the LSB, which is always 0 for i1 and
1 for i2 . Hence one needs only to implement a 7-bit counter for the 7 common
MSBs of i1 , i2 , and append appropriate LSB.
2.2

Step 2: Calculation of j1 and j2

The values of j1 and j2 will be computed and stored in two 8-bit registers.
To compute j1 , we need a 2-input parallel adder unit. It may be one using
a carry lookahead adder, or one using scan operation as proposed by Sinha
and Srimani [17], or one using carry-lookahead-tree as proposed by Lynch and
Swarzlander, Jr. [8]. For computing j2 , there are two special cases:

j0 + S0 [i1 ] + S0 [i2 ] if i2 = j1 ,
j2 = j0 + S0 [i1 ] + S1 [i2 ] =
j0 + S0 [i1 ] + S0 [i1 ] if i2 = j1 .
Note that the only change from S0 to S1 is the swap S0 [i1 ] ↔ S0 [j1 ], and hence
we need to check if i2 is equal to either of i1 or j1 . Now, i2 can not be equal
to i1 as they diﬀer only by 1 modulo 256. Therefore, S1 [i2 ] = S1 [j1 ] = S0 [i1 ] if
i2 = j1 , and S1 [i2 ] = S0 [i2 ] otherwise. In both the cases, three binary numbers
are to be added. Let us denote the k th bit of j0 , S0 [i1 ] and S1 [i2 ] (either S0 [i2 ]
or S0 [i1 ]) by ak , bk and ck , respectively, where 0 ≤ k ≤ 7. We ﬁrst construct two
9-bit vectors R and C, where the k th bits (0 ≤ k ≤ 8) of R and C are given by
Rk = XOR(ak , bk , ck ) for 0 ≤ k ≤ 7,
C0 = 0,

R8 = 0,

Ck = ak−1 bk−1 + bk−1 ck−1 + ck−1 ak−1

and
for 1 ≤ k ≤ 8.
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Register bank S0

Register bank S0

256 to 1
MUX

256 to 1
MUX

i1
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i2
j0
2 input
Adder

3 input
Adder

3 input
Adder

2 to 1
MUX

Comparator
(0 if equal)

j1

j2

Fig. 2. [Circuit 2] Circuit to compute j1 and j2 . (All connectors are 8-line bus.)

Note that in case of RC4, all additions are done modulo 256. Hence, we can
discard the 9th bit (k = 8) of the vectors R, C while adding them together, and
carry out normal 8-bit parallel addition considering 0 ≤ k ≤ 7. Therefore, one
may add R and C by a parallel full adder as used for j1 . The circuit to compute
j1 and j2 is as shown in Fig. 2.
2.3

Step 3: Swapping the S Values

Step 3 in Algorithm 2 consists of one of the following 8 possible data transfer requirements among the registers of the S-register bank, depending on the diﬀerent
possible values of i1 , j1 , i2 and j2 . We have to check if i2 and j2 can be equal to i1
or j1 (we only know that i2 = i1 ). All the cases in this direction can be listed as in
Table 2. A more detailed explanation for each case is presented in Appendix A.
After the swap operation is completed successfully, one obtains S2 from S0 .
From the point of view of the receiving registers (in the S-register bank) in case
of the above mentioned register-to-register transfers, we can summarize the cases
as follows.
Table 2. Diﬀerent cases for the Register-to-Register transfers in the swap operation
#

Condition

1

i2 = j1 & j2 = i1 & j2 = j1

2
3
4
5
6
7
8

i2
i2
i2
i2
i2
i2
i2

=

=

=
=
=
=
=

j1
j1
j1
j1
j1
j1
j1

&
&
&
&
&
&
&

j2
j2
j2
j2
j2
j2
j2

=
=
=

=

=
=
=

i1
i1
i1
i1
i1
i1
i1

&
&
&
&
&
&
&

j2
j2
j2
j2
j2
j2
j2

=

=
=

=
=

=
=

j1
j1
j1
j1
j1
j1
j1

Register-to-Register Transfers
S0 [i1 ] → S0 [j1 ], S0 [j1 ] → S0 [i1 ],
S0 [i2 ] → S0 [j2 ], S0 [j2 ] → S0 [i2 ]
S0 [i1 ] → S0 [i2 ], S0 [i2 ] → S0 [j1 ] = S0 [j2 ], S0 [j1 ] → S0 [i1 ]
S0 [i1 ] → S0 [j1 ], S0 [i2 ] → S0 [i1 ] = S0 [j2 ], S0 [j1 ] → S0 [i2 ]
S0 [i1 ] → S0 [i2 ], S0 [i2 ] → S0 [i1 ] = S0 [j1 ] = S0 [j2 ]
S0 [i1 ] → S0 [j2 ], S0 [j2 ] → S0 [j1 ] = S0 [i2 ], S0 [j1 ] → S0 [i1 ]
S0 [i1 ] → S0 [j1 ] = S0 [i2 ] = S0 [j2 ], S0 [j1 ] → S0 [i1 ]
Identity permutation, no data transfer.
Impossible, as it implies i1 = i2 = i1 + 1.
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S2 [i1 ] can receive data from any one of S0 [i1 ], S0 [j1 ] or S0 [i2 ],
S2 [j1 ] can receive data from any one of S0 [i1 ], S0 [j1 ], S0 [i2 ] or S0 [j2 ],
S2 [i2 ] can receive data from any one of S0 [i1 ], S0 [j1 ], S0 [i2 ] or S0 [j2 ],
S2 [j2 ] can receive data from any one of S0 [i1 ], S0 [i2 ] or S0 [j2 ].

–
–
–
–

In view of the above discussions, the input data (1 byte) for each of the 256
registers in the S-register bank will be taken from the output of an 8 to 1
MUX unit, whose data inputs are taken from S0 [i1 ], S0 [j1 ], S0 [i2 ], S0 [j2 ], and the
control inputs are taken from the outputs of three comparators comparing (i) i2
and j1 , (ii) j2 and i1 , (iii) j2 and j1 . The circuit to realize the swap operation is
shown in Fig. 3.
i2
j1

8
options
for

S2[i1]

i1

8
options
for

8 to 1
MUX

S2[j1]

8 to 256
Decoder

k -th
line

j2
i1

Comp
1 if eq

j1

8
options
for

8 to 1
MUX

S2[i2]

8 to 256
Decoder

k -th
line
8

j2
j1

Comp
1 if eq

i2
8

Comp
1 if eq

8
options
for

8 to 1
MUX

S2[j2]

8 to 256
Decoder

k -th
line

j2

8 to 256
Decoder

k -th
line

8

8

S[k ]
Input for S2[k ]

8 to 1
MUX

register

Output for
next round

Ʒ

Fig. 3. [Circuit 3] Circuit to swap S values. (Data lines shown only for a ﬁxed k.)

For simultaneous data transfers during the swap operation, we propose that
the S-registers in the register bank be constituted by Master-Slave J-K ﬂip-ﬂops.
The details of such ﬂip-ﬂops are presented in Appendix B. By using this type of
registers, one can perform all the required register-to-register transfer operations
in a single clock cycle.
2.4

Step 4: Calculation of Z1 and Z2

In step 4 of Algorithm 2, we have S1 [i1 ] + S1 [j1 ] = S0 [j1 ] + S0 [i1 ], and
⎧
if S0 [j1 ] + S0 [i1 ] = j2 ,
⎨ S2 [i2 ]
if S0 [j1 ] + S0 [i1 ] = i2 ,
Z1 = S1 [S0 [j1 ] + S0 [i1 ]] = S2 [j2 ]
⎩
S2 [S0 [j1 ] + S0 [i1 ]] otherwise.
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Thus, the computation of Z1 involves adding S0 [i1 ] and S0 [j1 ] ﬁrst, which can be
done using a 2-input parallel adder. The 256 to 1 MUX, which is used to extract
appropriate data from S2 , will be controlled by another 4 to 1 MUX. This 4 to
1 MUX is in turn controlled by the outputs of two comparators comparing (i)
S0 [j1 ] + S0 [i1 ] and i2 , and (ii) S0 [j1 ] + S0 [i1 ] and j2 . The circuit to compute Z1
is as illustrated in Fig. 4.
S0[i1] S0[j1]
2 input
Adder

Register bank S2
256 to 1
MUX

i2
j2

4 to 1
MUX
Comparator
(0 if equal)

Z1

Comparator
(0 if equal)

Fig. 4. [Circuit 4] Circuit to compute Z1

Computation of Z2 , however, involves adding S1 [i2 ], S1 [j2 ], as follows:
Z2 = S2 [S2 [i2 ] + S2 [j2 ]] = S2 [S1 [j2 ] + S1 [i2 ]] .
Note that we never actually store conﬁguration S1 of the register bank. This
is because we move from state S0 to S2 directly to make the algorithm more
eﬃcient. Hence, we have to unwrap one cycle of RC4 and gather the values of
S1 [i2 ] and S1 [j2 ] from the S0 state. S1 [i2 ] and S1 [j2 ] receive the values from the
appropriate registers of S0 as given below, depending on the following conditions:
–
–
–
–
–
–
–

i2
i2
i2
i2
i2
i2
i2

= j1
= j1
= j1
= j1
= j1
= j1
= j1

and
and
and
and
and
and
and

j2
j2
j2
j2
j2
j2
j2

= i1
= i1
= i1
= i1
= i1
= i1
= i1

and
and
and
and
and
and
and

j2
j2
j2
j2
j2
j2
j2

= j1 :
= j1 :
= j1 :
= j1 :
= j1 :
= j1 :
= j1 :

S1 [i2 ]
S1 [i2 ]
S1 [i2 ]
S1 [i2 ]
S1 [i2 ]
S1 [i2 ]
S1 [i2 ]

=
=
=
=
=
=
=

S0 [i2 ]
S0 [i2 ]
S0 [i2 ]
S0 [i2 ]
S0 [i1 ]
S0 [i1 ]
S0 [i1 ]

and
and
and
and
and
and
and

S1 [j2 ]
S1 [j2 ]
S1 [j2 ]
S1 [j2 ]
S1 [j2 ]
S1 [j2 ]
S1 [j2 ]

=
=
=
=
=
=
=

S0 [j2 ]
S0 [i1 ]
S0 [j1 ]
S0 [j1 ]
S0 [j2 ]
S0 [i1 ]
S0 [j1 ]

These conditions can be realized using an 8 to 1 MUX unit controlled by the
outputs of three comparators comparing (i) i2 and j1 , (ii) j2 and i1 , (iii) j2
and j1 . Note that we can use the same control lines as in case of the swapping
operation. The computation can be performed using the circuit as shown in
Fig. 5.
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0 i2
0 j2
0 i2
0 i1

0 i1
0 j1

i2
j1

Register bank S2
2 input
Adder
2 input
Adder

8 to 1
MUX

2

2 input
Adder

Comp
1 if eq

256 to 1
MUX

j2
i1

Comp
1 if eq

j2
j1

Comp
1 if eq

Fig. 5. [Circuit 5] Circuit to compute Z2

3

Timing Analysis

Let us denote the operational clock by φ, and its ith cycle by φi for all i ≥ 0.
We denote the initial clock cycle by φ0 , which triggers the PRGA circuit. Based
on this notation, the timing analysis for the complete PRGA circuit (shown in
Fig. 7) is as follows. We analyze the ﬁrst two iterations of our model, that is, the
generation of Z1 , Z2 and Z3 , Z4 , and the analysis for the subsequent iterations
fall along similar lines.
Initialization: The initial inputs to the circuit are i0 = 0, j0 = 0 and S0 from
the output of KSA. The two registers in Fig. 1 are preloaded with i0 , i.e., the
values are set to 0. The S-registers in the register bank are all set to store the
corresponding 8-bit values of S generated by the KSA.
Clock cycle φ0 : At the trailing edge of φ0 , the registers containing i0 increment
to produce i1 and i2 . Also, the inputs to the four 256 to 1 MUX units are read
from S0 .
Clock cycle φ1 : At the start of this cycle, we already have i1 , i2 and S0 . Hence,
one can obtain: (i) S0 [i1 ] and S0 [i2 ] from the ﬁrst two 256 to 1 MUX, controlled
by i1 , i2 , and (ii) j1 and j2 by combining j0 , S0 [i1 ] and S0 [i2 ], using the circuit
in Fig. 2.
The values i1 , i2 , j1 , j2 , S0 [i1 ] and S0 [i2 ] are latched at the leading edge of φ1 .
At the trailing edge of φ1 , the latched values of j1 , j2 are accessed to control the
last two 256 to 1 MUX.
Simultaneously, the ﬁrst register of Fig. 1 is loaded (in parallel) with the value
of i2 at the trailing edge of φ1 , replacing the previous entry i1 . The second one
already contains i2 .
Clock cycle φ2 : As we have latched j1 , j2 released, we obtain S0 [j1 ] and S0 [j2 ]
from the last two 256 to 1 MUX controlled by j1 , j2 . These two values from S0
are latched at the leading edge of φ2 .

One Byte per Clock: A Novel RC4 Hardware
φ0

i0 → i1 , i2

φ1

Load i2

φ2

i2 → i3 , i4

φ3

φ4

j2 → j2

j4 → j4

S0 → S0

S0 → S2

S2 → S4

Read S0 [i1 ], S0 [i2 ]

Read S2 [i3 ], S2 [i4 ]

Read S4 [i5 ], S4 [i6 ]

Compute
j3 , j4
Latch all

Compute
j5 , j6
Latch all

Get j1 , j2

Get j3 , j4

Read S0 [j1 ], S0 [j2 ]

Read S2 [j3 ], S2 [j4 ]

Get latched values

φ5

i4 → i5 , i6

Load i4

j0 → j0

Compute
j1 , j2
Latch all
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Get latched values

Compute for
Z1 , Z2
Read S2 → Z1 , Z2

Compute for
Z1 , Z2
Read S4 → Z3 , Z4

Fig. 6. Timing diagram for the complete PRGA circuit

At the trailing edge of φ2 , the swap operation takes place among the appropriate registers of S0 . One has all the values required for the swap module shown
in Fig. 3, and hence can obtain the new conﬁguration S2 from S0 .
Simultaneously, the latched values for i1 , i2 , j1 , j2 , S0 [i1 ] and S0 [i2 ] are accessed, and the registers in Fig. 1 are incremented to i3 and i4 at the trailing
edge of φ2 .
Clock cycle φ3 : At the start of this cycle, one has i1 , i2 , j1 , j2 , S0 [i1 ], S0 [i2 ],
S0 [j1 ] and S0 [j2 ], released from the latches. Moreover, the register-bank conﬁguration is S2 at this stage. Hence, one can compute Z1 using circuit in Fig. 4,
and Z2 using circuit in Fig. 5. The combinational logic of these circuits operate
during the cycle and the bytes from S2 are read at the trailing edge of φ3 .
Simultaneously, during cycle φ3 , the indices i3 , i4 control the ﬁrst two 256 to
1 MUX units to produce S0 [i3 ] and S0 [i4 ], similar to cycle φ1 . These values are
used to produce j3 , j4 and they are latched at the leading edge of φ3 . At the
trailing edge of φ3 , the latches for j3 , j4 are accessed.
Clock cycle φ4 : Similar to cycle φ2 , here we obtain S2 [j3 ], S2 [j4 ], and latch
these values at the leading edge of φ4 . Another swap operation is performed at
the trailing edge of φ4 to produce S4 from S2 . Simultaneously, the ﬁrst register
in Fig. 1 is loaded with i4 (replacing i3 ), and incremented to i5 , i6 at the trailing
edge of φ4 .
Clock cycle φ5 : Similar to cycle φ3 , we compute the combinational logic for
Z3 , Z4 in this cycle (using circuits in Fig. 4 and Fig. 5), and the ﬁnal values of
Z3 and Z4 are read from S4 at the trailing edge of φ5 .
The process continues similarly over the clock cycles and we obtain a timing
diagram as shown in Fig. 6. The combinational logics operate between the clock
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pulses and the latches operate with the edges of the pulses (loaded at the leading
edge and released at the trailing edge). All read, swap and increment operations
are done at the trailing edges of the clock pulses.
One may observe that the ﬁrst two bytes Z1 , Z2 of the output are obtained at
the end of the third clock cycle φ3 and the next two bytes Z3 , Z4 are obtained
at the ﬁfth clock cycle φ5 . A formal statement to summarize the observation is
given in the next section.

4

The Complete Circuit

The complete circuit diagram for the PRGA stage of our RC4 hardware is shown
in Fig. 7. Here, Li denotes the latches operated by the trailing edge of φ2n+i ,
i.e., the (2n + i)th cycle of the master clock φ where n ≥ 0. For example, the
latches labeled L1 (four of them) are released at the trailing edge of φ1 , φ3 , φ5 , . . .
and the latches labeled L2 (eight of them) are released at the trailing edge of
φ2 , φ4 , φ6 , . . . etc. We can now generalize our previous observation to state the
following.
Ʒ
L1

i2

j1

in

Circuit 1

in+2

in+2
jn

jn+2

S0
Sn+2

L2

in+1

L1

Sn

L1
Circuit 2
L1

jn+1

Circuit 4

Zn+1

Circuit 3
(Swap)

jn+2

jn+2

Sn

Sn+2

Circuit 5

Zn+2

Fig. 7. Circuit for PRGA stage of RC4

Theorem 1. The hardware proposed for the PRGA stage of RC4, as shown in
Fig. 7, produces “one byte per clock” after an initial delay of two clock cycles.
Proof. Let us call the stage of the PRGA circuit shown in Fig. 7 the nth stage.
This actually denotes the nth iteration of our model, which produces the output
bytes Zn+1 and Zn+2 .
The ﬁrst block (Circuit 1) operates at the trailing edge of φn , and increments
in to in+1 , in+2 . During cycle φn+1 , the combinational part of Circuit 2 operates
to produce jn+1 , jn+2 . The trailing edge of φn+1 releases the latches of type
L1 , and activates the swap circuit (Circuit 3). The combinational logic of the
swap circuit functions during cycle φn+2 and the actual swap operation takes
place at the trailing edge of φn+2 to produce Sn+2 from Sn . Simultaneously, the
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latch of type L2 is released to activate the Circuits 4 and 5. Once again, the
combinational logic of these two circuits operate during φn+3 , and we get the
outputs Zn+1 and Zn+2 at the trailing edge of φn+3 .
This complete block of architecture performs in a cascaded pipeline fashion,
as the indices i2 , j2 and the state Sn+2 are fed back into the system at the end
of φn+2 (actually, in+2 is fed back at the end of φn+1 to allow for the increments
at the trailing edge of φn+2 ). Hence, the operational gap between two iterations
(e.g., nth and (n + 2)th ) of the system is two clock cycles (e.g., φn to φn+2 ), and
we obtain two output bytes per iteration of the model.
Hence, the PRGA architecture proposed in Fig. 7 produces 2N bytes of output
stream in N iterations, over 2N clock cycles. Note that the initial clock pulse φ0
is an extra one, and the production of the output bytes lag the feedback cycle
by one clock pulse in every iteration (e.g., φn+3 in case of nth iteration). Hence,
our model practically produces 2N output bytes in 2N clock cycles, that is “one
byte per clock”, after an initial lag of two clock cycles.


4.1

Issues for the Circuit of KSA

Note that the general KSA routine runs for 256 iterations to produce the initial
permutation of the S-box. Moreover, the steps of the KSA phase in RC4 are
quite similar to the steps of PRGA, apart from the following:
– Calculation of j involves the key K along with S-box S and index i.
– Calculation of Z1 , Z2 not required (actually, not recommended).
We propose the use of our PRGA architecture (Fig. 7) for the KSA round as
well, with some modiﬁcations to the design, as follows.
K-register bank: We have to introduce a new register bank for key K. It will
contain l number of 8-bit registers, where 8 ≤ l ≤ 15 in practice.
K-register MUX: To read data K[i1 mod l] and K[i2 mod l] from the K-registers,
we need to have two 16 to 1 multiplexer unit. The ﬁrst l input lines of this
MUX will be fed data from registers K[0] to K[l − 1], and the rest 16 − l
inputs can be left ﬂoating (recall that 8 ≤ l ≤ 15). The control lines of these
MUX units will be i1 mod l and i2 mod l respectively, and hence the ﬂoating
inputs will never be selected.
Modular Counters: To obtain i1 mod l and i2 mod l, we have to incorporate
two modular counters (modulo l) for the indices. These will be synchronous
counters and the one for i2 will have no clock input for the LSB position,
similar to circuit in Fig. 1.
Extra 2-input Adders: Two 2-input parallel adders to be appended to Fig. 2 for
adding K[i1 mod l] and K[i2 mod l] to j1 and j2 respectively.
No Outputs: Circuits of Fig. 4 and Fig. 5 have to be removed from the overall
structure, so that no output byte is generated during KSA. If any such byte
is generated, the key K may be compromised, and hence, the output module
have to be disconnected during the KSA stage. One can do so by resetting
these modules permanently throughout the KSA operation.
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Using this modiﬁed hardware conﬁguration, we can implement two rounds of
KSA in 2 clock cycles, that is “one round per clock”, after an initial lag of 1
cycle. Total time required for KSA will be 256 + 1 = 257 clock cycles in this
case.
4.2

Comparison with Existing Architecture

Combining our KSA and PRGA architectures, we can obtain 2N output-stream
bytes in 2N + 258 clock cycles, counting the initial delay of 2 cycles for PRGA.
The best hardware implementation of RC4 till date is described in [6], which
provides an output of N bytes in 3N + 768 clock cycles. A formal comparison
of the timings is shown in Table 3. One can easily observe that for large N , the
throughput of our RC4 architecture is 3 times compared to that of the hardware
conﬁguration proposed in [6].
Table 3. Timing comparison of our hardware with that of [6]
Operations
Per round of KSA
Complete KSA routine
N output bytes from PRGA
N output bytes from RC4
Per byte output from RC4

Clock cycles needed
for hardware in [6]
3
256 × 3 = 768
3N
3N + 768
3 + 768
N

Clock cycles needed
for our model
1
256 + 1 = 257
N +2
257 + (N + 2) = N + 259
1 + 259
N

Another aspect to compare is the cost of the hardware conﬁguration proposed
in the two cases. Table 4 in Appendix C summarizes the hardware components
required for our model. The reader may note that the hardware components used
in the architecture proposed in [6, Figure 3] can be compared with the ones we
use. The hardware of [6] uses three 256-byte RAM blocks for the S-box, while we
use only one such 256-byte block built by master-slave J-K ﬂip-ﬂops. The number
of registers for our K-register bank is the same as the ones used for the K-box
in [6]. Both architectures use the same number of 8-bit registers in addition
to these banks. Our architecture requires in excess only a constant number of
combinational and sequential logic components compared to that in [6]. Thus,
not only in terms of throughput, but also in terms of memory requirement, our
architecture is better than that proposed in [6].

5

Conclusion

In this paper we try to answer the question of RC4 hardware eﬃciency in terms of
the throughput, that is, the number of keystream bytes generated per clock cycle
of the system. We have proposed a novel architecture for a generic RC4 hardware
in this direction, using basic combinational and sequential logic components. Our
architecture performs the KSA stage of RC4 at a rate of “one round per clock”
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and produces “one byte per clock” in case of the PRGA routine. To the best of
our knowledge, this is 3 times faster than the current best hardware conﬁguration
for RC4.
Simulation of our architecture using VHDL and its implementation on an
FPGA module are in progress. To get the best performance in terms of fast
real-time clock cycles, one may also want to fabricate the architecture onto an
ASIC board, or a processing chip. We would also like to add that this hardware
model can generate even higher throughput provided one has enough memory
space to perform the swap and read operations at the same time, that is, if two
copies of the S array can be maintained.
Acknowledgements. The authors are grateful to the anonymous reviewers for
their valuable comments and suggestions that helped in improving the quality
of the paper.
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Appendix A: Detailed Explanation for the Swapping Cases
Case 1: i2 = j1 and j2 = i1 and j2 = j1
These data transfers are symbolically represented by the following permutation on data in S0 .
 


i1 j1
i2 j2
◦
j2 i2
j1 i1
This involves 4 simultaneous register to register transfers:
S0 [i1 ] → S0 [j1 ],

S0 [j1 ] → S0 [i1 ],

S0 [i2 ] → S0 [j2 ],

S0 [j2 ] → S0 [i2 ]

Case 2: i2 = j1 and j2 = i1 and j2 = j1
In this case the data transfers are represented by the following permutation
on data in S0 .
 


i1 j1
i2 j1
◦
j1 i2
j1 i1
This involves 3 simultaneous register to register transfers:
S0 [i1 ] → S0 [i2 ],

S0 [i2 ] → S0 [j1 ] = S0 [j2 ],

S0 [j1 ] → S0 [i1 ]

Case 3: i2 = j1 and j2 = i1 and j2 = j1
In this case the data transfers are represented by the following permutation
on data in S0 .
 


i1 j1
i2 i1
◦
i1 i2
j1 i1
This again involves 3 simultaneous register to register transfers:
S0 [i1 ] → S0 [j1 ],

S0 [i2 ] → S0 [i1 ] = S0 [j2 ],

S0 [j1 ] → S0 [i2 ]
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Case 4: i2 = j1 and j2 = i1 and j2 = j1
In this case the data transfers are represented by the following permutation
on data in S0 .
 


i1 i1
i2 i1
◦
i1 i2
i1 i1
This involves 2 simultaneous register to register transfers:
S0 [i1 ] → S0 [i2 ],

S0 [i2 ] → S0 [i1 ] = S0 [j1 ] = S0 [j2 ]

Case 5: i2 = j1 and j2 = i1 and j2 = j1
In this case the data transfers are represented by the following permutation
on data in S0 .
 


i1 j1
j1 j2
◦
j2 j1
j1 i1
This involves 3 simultaneous register to register transfers:
S0 [i1 ] → S0 [j2 ],

S0 [j2 ] → S0 [j1 ] = S0 [i2 ],

S0 [j1 ] → S0 [i1 ]

Case 6: i2 = j1 and j2 = i1 and j2 = j1
In this case the data transfers are represented by the following permutation
on data in S0 .
 


i1 j1
j1 j1
◦
j1 j1
j1 i1
This involves 2 simultaneous register to register transfers:
S0 [i1 ] → S0 [j1 ] = S0 [i2 ] = S0 [j2 ],

S0 [j1 ] → S0 [i1 ]

Case 7: i2 = j1 and j2 = i1 and j2 = j1
In this case the data transfers are represented by the following permutation
on data in S0 .
 


i1 j1
j1 i1
◦
i1 j1
j1 i1
This is identity permutation, and does not involve any data transfer.
Case 8: i2 = j1 and j2 = i1 and j2 = j1
This case cannot occur, as it implies i1 = i2 , which is impossible because
i2 = i0 + 2 = i1 + 1.

Appendix B: Master-Slave J-K Flip-Flops
The master-slave conﬁguration is basically two J-K ﬂip-ﬂops connected together
in series, as shown in Fig. 8. The input signals J and K are connected to the
Master ﬂip-ﬂop which locks the input while the clock input is high. As the clock
input of the Slave ﬂip-ﬂop is the inverse of the Master clock input, the outputs
from the Master ﬂip-ﬂop are seen by the Slave only when the clock input goes
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Flip-flop
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SET

“Slave”
Flip-flop

Q
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Q
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Q
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K

CLR

CLR

Q

Fig. 8. Master-Slave J-K ﬂip-ﬂop

low. Therefore on the trailing edge of the clock pulse, the locked outputs of the
Master ﬂip-ﬂop are fed through to the J-K inputs of the Slave ﬂip-ﬂop. The
circuit accepts input at the Master J-K ﬂip-ﬂop when the clock signal is high,
and passes it to the output on the trailing edge of the clock.
This enables us to make data interchange between two registers or cyclic
data transfers among three registers, as needed by the swap operations, in just
one clock. Recall that the registers in the S-register bank are made of these
Master-Slave J-K ﬂip-ﬂops. We connect the registers participating in the swap
operation using combinational logic circuits during the relevant clock cycle (φr ,
say), and wait for the clock pulse. At the leading edge of φr , the Master ﬂipﬂop of each register accepts the incoming new value, and it is passed on to the
output through the Slave ﬂip-ﬂop only at the trailing edge of φr . Thus, the swap
operation completes at the end of the cycle φr , and avoids all data collisions. This
controlled ﬂow of data helps perform the swap operations in a single clock-cycle.

Appendix C: Hardware Components
Table 4 lists all hardware components required for the RC4 architecture proposed
in this paper. It counts all sequential and combinational components required
for the circuit of PRGA (Fig. 7), as well as the extra components required for
the proposed modiﬁcations to perform the KSA.

Type
Number of pieces used
8-bit (master-slave J-K)
256
Registers
8-bit (normal)
l
8-bit (parallel load)
2
8-bit (asynchronous)
2
Counters
8-bit (modulo l)
2
256 to 1
4+2 =6
16 to 1
2
Multiplexers
8 to 1
4+1 =5
4 to 1
1
2 to 1
1
Address Decoders 8 to 256
4
Comparators
2 input
1+3+2 = 4
3 input
2
Parallel Adders
2 input
1 + 1 + 8 + 2 = 12 Fig. 2,
Latches
Edge-triggered
4 + 8 = 12
4 input OR
2
Logic Gates
2 input AND
5

Component

Module built using the components
S-register bank
K-register bank
Storage for j1 , j2
Counters for i1 , i2
Counters for i1 mod l and i2 mod l
To read S-register values and Z1 , Z2
To read K-register values
Fig. 3 and Fig. 5
Fig. 4
Fig. 2
Fig. 3
Fig. 2, Fig. 3 and Fig. 4
Fig. 2
Fig. 4, Fig. 5 and KSA extra adders
L1 and L2 latches in Fig. 7
Fig. 3
Fig. 3

Table 4. Hardware components required to realize the proposed RC4 architecture
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