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Abstract. Consider the RSA public key cryptosystem with the param-
eters N = pq, ¢ < p < 2q, public encryption exponent e and private
decryption exponent d. In this paper, cryptanalysis of RSA is studied
given that some amount of the Most Significant Bits (MSBs) of d is ex-
posed. In Eurocrypt 2005, a lattice based attack on this problem was
proposed by Ernst, Jochemsz, May and de Weger. In this paper, we
present a variant of their method which provides better experimental
results depending on practical lattice parameters and the values of d.
We also propose a sublattice structure that improves the experimental
results significantly for smaller decryption exponents.
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1 Introduction

The RSA [15] public key cryptosystem can be briefly described as follows:

— primes p, q, (generally considered of same bit size, i.e., ¢ < p < 2q);

N =pq, ¢(N) = (p—1)(¢ —1);

e,d are such that ed = 1+ k¢(N), k > 1;

— N, e are public and plaintext M € Zy is encrypted as C = M*° mod N
secret key d needed to decrypt ciphertext C € Zy as M = C% mod N.

One important model of cryptanalysis in the field of RSA is side channel attacks
such as fault attacks, timing attacks, power analysis etc. [B[12/T3], by which an
adversary may obtain some bits of the private key d.

Boneh et al. [3] studied how many bits of d need to be known to factor the
RSA modulus N. The constraint in [3] was the upper bound on e, that had been
V/N. The idea of [3] has been improved by Blémer and May [2] where the bound
on e was increased upto N%725. Then the work by Ernst et al. [§] improved the
result for full size public exponent e. Sarkar and Maitra [16] extended the work
of [8] by guessing few bits of one prime. Recently, the work by Aono [I] improved
the results of [§] when some portion of Least Significant Bits (LSBs) of d are
exposed and d < NP, In this paper, we propose a variant of the idea presented
in [8] to make the results more practical when some portion of Most Significant
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Bits (MSBs) of d are exposed and d < N%%7 . One may argue that exposing
LSBs and MSBs pose two different scenarios. But if we compare the two methods
by the total number of bits of d that one needs to know for cryptanalysis, our
method improves the results of [§] for a larger range of d than [I].

In this paper we consider the case when some MSBs of d are exposed. So one
can write d = dg + d; where the attacker knows dy. Attacker can also find an
approximation kg = Ledf\,_lj of k. Let k; = k — ko and d be of bitsize §log, N.
Ernst et al. [§] considered the polynomial fi(z,y,2) =edy— 1+ ex — Ny —yz
and it is clear that (di,k, s) is a root of f; where s = 1 — p — ¢. Further, the
approximation kg of k has been used to consider the polynomial fa(z,y,2) =
edp — 1 —koN + ex — Ny — yz — koz. In this case, (d1, k1, s) is the root of fo. If
one can find the root of either fi or fs, IV can be factored.

Given (6 — 7)logy N many MSBs of d, one can find the root of f; or fs in
poly(log N) time if any of the following holds [8:

7< - Lvites

11
v <y and 0 < iq,

1,1 1 11
’y<3+3573\/452+2572and5216.

In this paper we consider the polynomial f.(z,y) =1+ (ko + z)(N +y) over Z,
where the terms ko, k1, do, d1, s are same as mentioned before. Clearly (kq, s) is
the root of f.. If one gets s, then immediately the factorization of IV is possible.
We use Coppersmith’s [5] method for roots of modular polynomials to find such a
root. As predicted in [8] Section 5], this leads to lattices of smaller dimension and
hence better practical results for fixed lattice parameters within certain range
of d. However, [§] does not precisely analyze this situation, and so we provide a
comprehensive treatment of such an analysis in Section

Though the theoretical bounds on 7, as given in [8], work for d < ¢(INV), the
experimental results could only be achieved for the range d < N7 with lattice
dimension upto 50. Our experimental results are better than that of [8] for
d < N96% with smaller lattice dimensions. The results explaining experimental
advantage are presented in Section [l

Although the practical attacks are mounted using lattices with small dimen-
sion, where the lattice parameters are generally predetermined, the results of
this kind are often compared in asymptotic sense in literature. In this direction,
we show that the root of f. can be obtained in poly(log N) time if A < 136, where
A = max{y,§ — }}. Our results are as good as [§] for N-4590 < ¢ < NO-687 jp
terms of asymptotic bound.

The reader may note that our results are not better than those in [] if we
consider the asymptotic performance. It is only better in practical experimen-
tal scenario, where we obtain results of the same quality as in [§] by using
lattices with comparatively smaller dimension. The reason is that we use Cop-
persmith’s [5] idea for the modular polynomial, while [8] used Coron’s [] version
for ease of presentation. Thus, the lattice dimension obtained in [§] was a cubic
in a certain parameter while we obtain a quadratic, hence smaller. This idea has

! The terms 6, 3 in [§] are denoted as 7, § respectively in our analysis.
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already been pointed out in [§] itself, but rigorous analysis for limited lattice
dimensions is studied here.

Further, in Section Bl we propose the construction of a sublattice by deleting
certain rows of the above mentioned lattice. This provides significantly improved
results for smaller decryption exponents. Once again, experimental evidences in
Section @] support our claim.

1.1 Preliminaries

Let us start with some basic concepts on lattice reduction techniques. Consider
a set of linearly independent vectors uy,...,u, € Z", with w < n. The lattice
L, spanned by {uq,...,uy}, is the set of all integer linear combinations of the
vectors uq, . .., u,. The number of vectors w is the dimension of the lattice. Such
a lattice is called full rank when w = n. By uj,...,u},, we denote the vectors
obtained by applying the Gram-Schmidt process [4, Page 81] to uq, ..., u,. The
determinant of L is defined as det(L) [T;Z; [luf]l, where ||.|| denotes the

Euclidean norm on vectors. Given a bivariate polynomial g(z,y) = Y a; jz'y’,

the Euclidean norm is defined as || g(z,y) ||= \/Z” a7 ; and the infinity norm

is defined as || g(z,y) |loo= max; ; |a; ;|. We shall follow these notation in this
paper.

Fact 1. Given a basis u1,...,u, of alattice L, the LLL algorithm [1]] generates
a new basis by, ..., b, of L with the following properties.

L6 IP< 20 bfyy |12, for 1< i < w.
2. For alli, if b = b + 23;11 i, b5 then | ;| < é for all 7.

(w=1)+(i—1)(i—2

w )
3. | b ||<2 atwmiD det(L)e—itr fori=1,...,w.

Here b7, ...,b% denote the vectors obtained by applying Gram-Schmidt process
to bl,...,bw.

In [B], Coppersmith discusses lattice based techniques to find small integer roots
of univariate polynomials modn, and of bivariate polynomials over the integers.
The idea of [5] can also be extended to more than two variables, but the method
becomes heuristic. Lemma [I] is relevant to the idea of [5] for finding roots of
bivariate polynomials over integers.

Lemma 1. Let g(x1,x2) be a polynomial which is the sum of w many monomi-
als. Suppose g(y1,y2) = 0 mod n, where |y1| < Y1 and |y2| < Ya. If || g(x1Y7,
x22Y3) |I< S then 9(y1,y2) = 0 holds over integers.

We apply Grobner Basis based techniques to solve for the roots of bivariate
polynomials. Though our technique works in practice as noted from the experi-
ments we perform, theoretically this may not always happen. Thus we formally
state the following heuristic assumption, that we will require for our theoretical
results.
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Assumption 1. Suppose that one constructs a lattice using the idea of Cop-
persmith [5] in order to find the root of a bivariate modular equation. Further,
consider that the lattice reduction is executed using the LLL algorithm. Let the
polynomials corresponding to the first two basis vectors of the lattice after LLL
reduction be {f1, f2} and they share the common root of the form (xgo),xéo)). If
J be the ideal generated by {f1, f2}, then one can efficiently collect the root by
computing the Grobner Basis of J.

Note that the time complexity of the Grobner Basis computation is in general
double-exponential in the degree of the polynomials [7].

2 The Lattice Based Technique

We start with the following theorem.

Theorem 1. Consider the RSA equation ed =1 (mod ¢(N)). Let d = N° and
e be O(N). Suppose we know an integer dy such that |d—dy| < N7. Then, under
Assumption [, one can factor N in poly(log N) time when

Lm? — Sm4 tmPt+ tmt

A< 12 )
1, 2, 1 1420 , 1 2 1,49, 3
27”‘3 +me+ om+ 55+ st +met + omits + omt

where A = max{vy,d — é} and m,t are non-negative integers.

Proof. From the RSA equation, we have ed = 1+ k(N +1—p—¢q). When MSBs
of d are known, we can write d = dy + dy, where dy, corresponding the MSBs
of d, is known to the attacker, but d; is not. The attacker can also calculate
ko = LEd?\flJ as an approximation of k and set k; = k — ko.

We can write ed = 1 + (ko + k1)(N + s), where s = 1 — p — ¢. Thus 1 +
koN +kos+ k1N +k1s =0 (mod e) and we are interested in finding the solution
(0, y0) = (k1,s) of

fe(x,y) =14+ koN + koy + Nz + zy

in Z.. Note that we are considering the polynomial f.(x,y) reduced modulo
e, and hence the modified constant term 1+ kg/V is actually equivalent to 1 +
koIN — edp, which is much smaller than the original. This helps in reducing the
bit size of some elements in the matrix corresponding to the lattice we describe
below.

Following results by Blomer and May [2, Proof of Theorem 6], and Ernst
et al. [8 Section 2], it can be shown that |ki| < 4N*, for A = max{vy,d— 3 }. We
also have |s| < 2N05, by definition. Now, let us take X = N* and Y = N0,
One may note that X,Y are the upper bounds of the roots (zo,y0) = (k1,s)
of fe(x,y), neglecting the respective small constants 4 and 2 respectively. For
integers m,t > 0, we define two sets of polynomials

glyj(x7y) = xifg(x7y)eTYL—j Wherej =0,....,m, i = 07"'7m_j+t7
hij(z,y) =y fl(z,y)e j

m=J  wherej=0,...,m, i=1,...,m—j.
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Note that g; ;(k1,s) = 0 (mod €™) and h; j(k1,s) = 0 (mod e™). We call g; ;
the z-shift and h; ; the y-shift polynomials, as per construction.

Next, we form a lattice L by taking the coefficient vectors of the shift polyno-
mials g; j(zX,yY) and h, ;(2X,yY") as basis. One can verify that the dimension
of the lattice L is w = (m +1)2+t(m+1). The matrix Ly, containing the basis
vectors of L, is lower triangular and has diagonal entries of the form

XHiYiem=J for j=0,...,mandi=0,...,m—j +t, and

Xiytiem=i for j=0,...,mandi=1,...,m—j,

coming from g; ; and h; ; respectively. Thus, one can calculate the determinant
of L as

—

m m—j+t m J
det(L) = [[] JI x™v/em=| |[] [[ X'Y"Hem 7| = xy=2es
7=0 =0 7j=0 i=1
where
S1 = 1m3+m2+ 1m+ 1t2+ 1t+m2t+ 1mt2+ 3mt
179 2 2 2 2 9
1 1 1 1
So = 2m3+m2+ 2m+ 2m2t+ th, and
2md 4ty B2y Lot 1
S3 = m m m m m.
573 2 2 2 6

To utilize Grobner basis techniques and Assumption [Il we need two polynomials
fi(z,y), f2(x,y) which share the roots (k1,s) over integers. From Lemma [I]
and Fact [[l we know that one can find such fi(z,y), f2(z,y) using LLL lattice
reduction algorithm over L when

w(w—1) m

2“7 (det(L))« 1 < ©

V'
w(w—1)

Now, for large N, e we have (det(L))“’il ,€ is much larger than 2 4 | /w.
Hence we approximate the required condition by det(L) < e™@=1 " Given
the values of det(L) and w obtained above, we get the required condition as

XY 52e%8 < 6m((m+1)2+t(m+1)71), ie., X1Y*%2 < e% where

so=m((m+1)>+t(m+1)—1) — s3
e NI B I

Now putting the values of the bounds X = N} Y = NO% in X*1Y*2 < ¢* and
considering e to be @(N), we get the condition as
t2 mt? 3mt)

A w2 ™ e ™y
m m
2 2 2 2 2 2
1 <m3 m m3t mt) - m3> m2 5m  mit mit

2
- . 1
g TMIT T g Ty 3 79 T 5T 9 T (1)
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From Equation () we get the required bound for A as follows:

1

A< 12 .
1 1 1 1 1 3
om3 +m2 4+ gm+ St2 + ot +m2t+ mt? + Jmt

3 _ 13 1, 2 1
m om+  mot+ ymi

Now, one can find the root (ki,s) from fi, fo under Assumption[Il The claimed
time complexity of poly(log N) can be achieved because

— the time complexity of the LLL lattice reduction is poly(log N); and

— given a fixed lattice dimension of small size, we get constant degree polyno-
mials and the Grobner Basis calculation is in general double-exponential in
the degree of the polynomial.

This completes the proof of Theorem [II a

Let us illustrate the lattice generation technique for m = 3,¢ = 0. We use the
shift polynomials €3, xze3, ye3, fe2, x2e3, xfe?, x2e3, xfe?, x3e?, x2fe?, y2e’,
yfe?, f2e, xf%e, yied, y>fe?, yfle, f2 and build the following lattice L with
the basis elements coming from the coefficients of these shift polynomials, as
discussed before. In this case, the lattice dimension turns to be (m+1)2+t+mt =
16. The ‘—’ marked places contain non-zero elements, but we do not write those
as those elements do not contribute in the calculation of the determinant.

yfle - - — — - — - x2y3e
B - - _ _ _ _ _ _ _ _ _ _ _ x3y3

The technique of Ernst et al. [§] as well as our strategy explained in the proof
of Theorem [ fall under the generalized strategy presented in Jochemsz and
May [10].

In [8], Ernst et al. present two methods for lattice based cryptanalysis of RSA
with partial key exposure. In Method I, dimension of the proposed lattice is
wy = (";2 + 5 3)t+ "53 + 3m?+ '?m+4 and the technique will be successful
for

(1 = g0)m® + jmt — ymt? 4 (5 —3) m?
1 1,2 5 17 1 1
+omt — ot +((12— g 8)m— 3t —26— )
e+ ym2t+m? + Smt + Tm+t+1

(2)

v <
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In case of Method II of [§], dimension of the corresponding lattice is wy =
(ém2 + gm +3)t+ ém?’ + ng + 367m +5 and the required condition for success,
with § < %é, is

112m3 + }lmzt + }lmz + imt — ém + ét -1

<
7 sm® +m2t+ mt2 + Sm2 + ITmt + 2+ 6m + 4t + 3

(3)

In case of our method, the corresponding lattice dimension of w = mt +t+m?2+
2m + 1 produces equivalent results if A = max{~y,d — é}, and
pm® = gmt gmPt+ mt

A< . -
am3 +m2 + ym+ 32 4 Jt+mPt+ ymt2 + Smt

(4)

At this point, let us present some numerical values of m,t, as in Table [I] that
clearly show that theoretical bound presented in Theorem [Ilis better than that
of Ernst et al. [§] for similar lattice dimension. Larger values of + in our case
indicate that we need to know less amount of MSBs of the decryption exponent
d. Moreover, the negative values of 7 in case of Method I of [8] suggests that it
is not theoretically possible to get desired results for the corresponding values
of (m,t).

Table 1. Comparison of our theoretical results with that of [8] for some specific m, ¢

) Our Method I of [8] Method II of [§]
5 (m, t) LD ¥ (m, t) LD 5 (m, t) LD
0.45 0.158 (10,4) 165 0.082 (6,2) 192 0.118 (5,1) 168
0.45 0.160 (11,4) 192 0.099 (7,3) 300 0.132 (52) 196
0.5 0.143 (7,3) 88 -0.007 (4,2) 98 0.107 (4,1) 112
0.55 0.162 (11,5) 204 -0.012 (7,1) 210 0.126 (6,1) 240

In view of the above data, our method proves to be considerably efficient in
terms of the lattice dimension as well. One can observe that our method offers
same or better values of y compared to [8, Method I] or [8, Method II] with a con-
siderably lower lattice dimension. The reason, as already mentioned in the Intro-
duction, is that we use Coppersmith’s [5] idea for solving the modular polynomial,
while [§] used Coron’s [6] version. Thus, the lattice dimension they obtained was
a cubic in m whereas we obtain a quadratic in m (as ¢ is linear in m).

Note that the maximum bit size of an entry corresponding to x shift is
X™TN™ and the maximum bit size of an entry corresponding to y shift is
Y™e™ in our lattice. These bounds are of the same (or lower) size as those in
case of the lattice constructed by Ernst et al. [§] in most of the cases. Hence, a
smaller lattice dimension in our case will automatically imply better efficiency. It
is worth noticing that comparatively smaller lattice dimension for same values
of m,t allows us to tune these parameters to higher values and obtain better
results at the same cost.

As it is generally studied in cryptanalytic materials, we also obtain the asymp-
totic bounds for our technique as follows.
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Corollary 1. Consider the RSA equation ed = 1 (mod ¢(N)). Let d = N°
and e be O(N). Suppose we know an integer dy such that |d — do| < N7. Then
one can factor N in poly(log N) time under Assumption [l when A < 136, where
A =max{y,6 — }}.

Proof. Putting t = 7m and neglecting o(m?) terms in Equation (), we get

1, 1 1. 1
o7 A+(A4)T+(2A12) <0.
1

Substituting the optimal value of 7 = (}1 — )\), we get the required condition
as A < 136. O

The corresponding asymptotic bounds for the methods proposed by Ernst
et al. [§] are

— Method I: v < 2 — 1/1+ 66,

— Method II (1st result): v < 136 and 6 < %é,
— Method II (2nd result): v < j + 30 — 3402+ 26 — 2 and § > {;.

136’

we have v < 136 and 0 — é < 136, that is,

On the other hand, cryptanalysis using our method is possible when A <
with A = max{y,6 — J}. As A < 2,
§< 1g

Thus our result and Method II (1st result) are of same quality in terms of
asymptotic bound when § < }é = 0.6875. However, when § < 0.4590, then the
bound on v using Method I of [§] is > 2, and our result is worse than that of [8]
in this case. Hence, our asymptotic results are of the same quality as the work
of Ernst et al. [§] for NO-4590 < g < NO-6875,

But in experimental situations, our result is better than that of [§] for d <
NO964 These experimental advantages are detailed in Section El

3 Further Improvement Using Sublattice

From the experimental results of Ernst et al. [§) Method II], one may note that
for small values of 0 (e.g., § = 0.3), the experimental results are better than
the theoretical bounds. This happens in case of our experiments as well. Our
method suggests the theoretical bound

1
12

om3 +m2 4 Jm 4 32+ St +m2t+ ymt? + Smt’

A m3 — 3m+ jm*t+ jmt

1 3_13
1oMm"—315om

When, t = 0, we have A < Spmrt < é ~ 0.167, for all m. But the
2m m 2m

experimental evidences for ¢ = 0 in the range 6 = 0.3 and § = 0.35 are clearly
better. This is because, for these parameters, the shortest vectors may belong
to some sub-lattice. However, the theoretical calculation in [§] as well as in our
Theorem [I] cannot capture that. Further, identifying such optimal sub-lattice
seems to be difficult as pointed out by Jochemsz and May [I1], Section 7.1]. In
this section, we propose a strategy to obtain better experimental results using a
special structure of the sublattice.
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Our strategy: Recall our construction of the lattice L in Section Bl The rows
of the matrix Ly corresponding to L came from the coefficients of ¢; ; (X, yY)
and h; ;j(zX,yY"), where

giyj(x,y)zxifg(m,y)emfj with j=0,...,m,1=0,...,m—j+t,
hij(z,y) =y fi(z,y)e™ 7 with j=0,....,m,i=1,...,m— j.

The strategy for constructing a sublattice is to keep the z-shift portion of
Ljs unchanged and judiciously delete a few rows from the y-shift portion of
Ly to produce a new matrix L/M. We propose deleting the rows generated by
hij =vy'fle™J, where j =0,...,m and i = 2,...,m — j. In other words, the
new matrix L/M can be constructed from the shift polynomials g; ;(zX,yY") and
hi j(xX,yY), where

gi,j(xay) :xifg(xay)emij with j=0,...,m,i=0,...,m—j+¢,
hij(x,y) = yfl(z,y)e™ ™7 with j=0,...,m—1.

Let L' be the lattice defined by L;\/[' As all the rows of L;\/I come from Ly, L'
is a sublattice of L and we propose L’ to be our chosen sublattice.

One may easily calculate that the number of rows of the sublattice is w;% =
5(m 4+ 1)(m + 2) + m + t(m + 1). Hence, we obtain a substantial reduction
of ém(m — 1) in terms of lattice dimension, which makes the LLL operation

considerably faster. Experiments show that applying LLL to L (with lower
lattice dimension) yield results of same quality as those in case of L as shown in
Table @ in Section [l

Let us illustrate the strategy for choosing a sublattice in case of m = 3,¢ = 0.
Please refer back to Section [ for our original lattice having 16 rows. Here,
following our strategy, we delete rows 9, 11,12 from top and obtain the following
sublattice. The reduction in number of rows in this case is ém(m —1) =3,
as expected. This reduction produces considerably better results in practice as
higher values of m can be used. For example, number of rows reduces to 43 from
64 in case of m = 7,t = 0.

zed Xe3

ye3 Ye3
fe2 - — — XYe
2203 x2.3
zfe? - - — X2ve
233 x3.3
z2 fe2 — — — x3ye2

yfe? - - _xvy2e2

f2e — — - _ - - - - X2v2

ef2e _ _ _ _ _ _ _ - x3v2e

uf2e - - - - _ _ _ x2y3,

[ S — — — _ _ _ _ _ _ _ _ x3y38

It is also worth noting that this reduction in dimension allows us some extra
z-shifts by increasing the value of ¢, which improve our results even further.



Partial Key Exposure Attack on RSA 11

Note that our choice of sublattice is purely heuristic at this point and it will be
interesting if one can furnish the theoretical justification for this strategy. We
have noted that the idea of [9] cannot be immediately exploited to theoretically
capture the sublattice structure.

The main motivation of exploring the idea of sublattice is the observation
that experimental results perform better than theoretical bounds. This happens
for low values of d. During experimentation, we indeed observed that improved
results are obtained for d = N93, N9-35 using sublattices. However, for d > N4,
we could not achieve any improvement using the sublattice based technique over
our lattice based technique.

4 Experimental Results

We have implemented the code in SAGE 4.1 on a Linux Ubuntu 8.10, Dual
CORE Intel(R) Pentium(R) D CPU 1.83 GHz, 2 GB RAM, 2 MB Cache ma-
chine. Let us present two examples to explain our improvements.

Ezample 1. We consider 500 bits p, g, i.e., 1000 bits N = pq. The exponent e is
of 1000 bits and d is of 300 bits. The details of p, ¢, e, d are available in Appendix
A. The idea of [8, Method I] has been implemented on our platform and we get
the following comparison which shows that our method is more efficient. By LD,
we mean the Lattice Dimension.

Method m,t, LD MSBs of d to be known Time (seconds)

Method I of [8] 2,2, 40 95 30.22

Our (Lattice) 5, 0, 36 75 6.15
Method I of [g] 3,1, 50 75 451.42

Our (Lattice) 6, 0, 49 66 26.72
Method I of [§] 4, 2, 98 66 9101.23

Our (Lattice) 7,0, 64 63 104.57
Our (Sublattice) 7,0, 43 63 49.66

For lattice dimension 98, using [8, Method I], successful result could not be
achieved when 63 MSBs are available. O

Ezample 2. We take the same p, g as in Example[Il and consider 1000-bit e and
600-bit d. The details of p, q, e, d are given in Appendix A. We implemented the
idea of [8, Method II] on our platform to get the following comparison, which
shows the efficiency of our method.

Method m,t, LD MSBs of d to be known Time (seconds)
Method 1T of [§] 2, 2, 50 491 82.47
Method I1 of [§] 3,1, 70 477 618.86

Our method 5, 0, 36 467 12.34
Our method 6, 0, 49 459 67.02
Our method 6, 1, 56 451 197.68

In these cases, we have checked that our sublattice based technique does not
provide any improvement over the general method. This is because there are
probably no sublattice structures to improve the bound of ~. a
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Table 2. Experimental results for Method I (left) and Method II (right) of [§] for 1000
bit N in our implementation. LLL time is presented in seconds.

5 v v (expt.), m =1 5 (expt.), m =2
5 ¥ v (expt.), m =1 ~ (expt.), m =2 asym. t =0 t=1t=2t=3t=0t=1¢t=2
asym. t=0t=1t=2t=0t=11¢t= 0.30 0.19 0.197 0.197 0.198 0.194 0.192 0.193 0.201
0.30 0.28 0.194 0.195 0.199 0.209 0.209 0.210 0.35 0.19 0.147 0.147 0.146 0.143 0.158 0.159 0.158
0.35 0.25 0.136 0.148 0.153 0.142 0.159 0.158 0.40 0.19 0.116 0.119 0.120 0.124 0.139 0.140 0.140
0.40  0.22 0.097 0.117 0.114 0.096 0.140 0.139 0.45 0.19 0.101 0.109 0.117 0.115 0.120 0.129 0.135
0.45 0.19 0.048 0.100 0.098 0.047 0.117 0.117 0.50 0.19 0.084 0.111 0.120 0.118 0.109 0.123 0.133
0.50 0.17 0 0.083 0.083 0 0.098 0.111 0.55 0.19 0.081 0.110 0.116 0.118 0.109 0.122 0.134
0.55 0.14 0 0.081 0.083 0 0.086 0.108 0.60 0.19 0.052 0.109 0.115 0.121 0.112 0.124 0.132
0.60 0.12 0 0.045 0.048 0 0.061 0.105 0.638 0.19 0 0.074 0.078 0.082 0.076 0.110 0.123
0.638 0.10 0 0 0 0 0.013 0.069 0.65 0.19 0 0.058 0.058 0.060 0.060 0.096 0.106
0.65 0.10 0 0 0 0 0 0.055 0.70 0.18 0 0 0 0 0 0.048 0.051
0.70 0.07 0 0 0 0 0 0 0.75 0.14 0 0 0 0 0 0 0
0.75 0.05 0 0 0 0 0 0 0.80 0.11 0 0 0 0 0 0 0
0.80 0.03 0 0 0 0 0 0 0.85 0.08 0 0 0 0 0 0 0
0.85 0.01 0 0 0 0 0 0 0.90 0.05 0 0 0 0 0 0 0
Lattice dim. 10 16 22 20 30 40 0.95 0.03 0 0 0 0 0 0 0
LLL time <1 1 3 5 11 29 Lattice dim. 14 20 26 32 30 40 50
LLL time <1 2 4 37 9 50 415

We present the results for 1000 bit N here because RSA moduli of this order
are used in practice. We also detail the comparison of results of our method with
that of [§] for 256 bit N in Appendix B. We experiment with Methods I, IT of [§]
on our platform as results for 1000 bits N are not available in the paper [g].
These results are presented in Table 2l We present the experimental results of
our lattice based technique for 1000 bit N in Table 3]

Our results (presented in Table @) are better than that of [§] (presented in
Table2]) for § < 0.638. In these cases the experiments we performed were always
successful. Beyond that bound, not every attempt with the lattice dimensions
mentioned in Table [2] was successful. However, we successfully reached the range
6 = 0.64 in some of our experiments. The results can be further improved with
higher lattice dimensions.

In Table @ we present the improvements using our sublattice based technique
for small values of d. Improved results are obtained only for § = 0.3,0.35, as we
discussed before.

Table 3. Experimental result of our lattice based method for 1000 bit N

é ¥ m=4,t=0 m=>5,t=0 m=26,t =0

asympt. expt. expt. expt.
0.30 0.19 0.211 0.226 0.232
0.35 0.19 0.178 0.191 0.194
0.40 0.19 0.152 0.162 0.169
0.45 0.19 0.135 0.145 0.154
0.50 0.19 0.124 0.134 0.144
0.55 0.19 0.125 0.134 0.141
0.60 0.19 0.127 0.133 0.141
0.638 0.19 0 0 0.142
Lattice dimension 25 36 49

LLL time (in sec) 3 14 100
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Table 4. Experimental result of our sublattice based method for 1000 bit N

5 m=4,t=0m=5t=0m=6,t=0m=7,t=0m=8,t=0
0.30 0.211 0.226 0.232 0.235 0.237
0.35 0.178 0.191 0.193 0.196 0.199
Sublattice dimension 19 26 34 43 53
LLL time (in sec) <1 3 14 50 140

5 Conclusion

In this paper we consider the partial key exposure attack on RSA and provide
better results than what were obtained by Ernst et al. [8], for certain parameters.
We present experimental evidences to show how our technique improves those
of [§] in the following ways:

— we provide better efficiency at smaller lattice dimensions in practice,

— our method offers similar asymptotic results for certain range of 4,

— we propose a strategy for constructing sublattice to improve the efficiency
even further.

We would like to clarify that the practical advantages we obtain over [§] are due
to using Coppersmith’s techniques (for modular polynomials) instead of Coron’s
idea (for integer polynomials), as predicted in [g].

Our work puts forward two natural open problems. The first is to improve
the range of 0 for our improvements over the work of Ernst et al. [8]. The
second open problem would be to provide a theoretical model for constructing
the sublattice or a formal justification of our heuristic sublattice strategy. This
will further improve the bounds of v within a certain range of J, as expected
from our experimental observations.

Acknowledgments. The authors are grateful to the anonymous reviewers and
the shepherd for their invaluable comments and suggestions that helped in im-
proving the technical as well as the editorial quality of the paper.
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Appendix A

Details of Example [

We consider 500 bits p, g, i.e., 1000 bits N = pq. The primes p, q are

29
26
83

26
06

1208439798748853010189716174472934796239231793982589697372703133
1175039299368917615319875150921817582610829859036449324861513036
71602851843098873, and

5778313902463222317152253854708224764165033731853280284472891789
2446101991648433388961946084205843676898740199746957586412762306

7945908748061533789.

The exponents e (1000 bit) and d (300 bit) are respectively
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633659207269763691614318309112645615624937344891468168077011470730
734567370416913513224299682574666504358768181321713995792175285110
782709376523075587078428798930130008033274080589338770453162800745
974280531760365977715845874495002301803152689903266741084269299572
0687649380410410817145354934370336339, and

181484575860550810792607045617061963443145516645416687824939098511
5060612463635344515223099.

Details of Example
We take the same p, ¢ as in Example[I] and e (1000 bit), d (600 bit) are

755866522413637537405569044813113208989323652063169738965946925168
120592494997810405959067104175688239321540340057400025402891228245
428304843173745975891137588373228155962701256304650041482255610952
204472762268658877432231024488308423653626705252851781044432017010
8273107293503245751392242116148600457, and

310467162954524537052338316072300982788100901813501555561309089978
891346487969392904811057700697506260195168811102476929658811788095
0937431880308630354291294168946380568110823581913.

Appendix B

Here we present the experimental results for 256 bit N in tabular form to
compare our results with that of [8]. In Table Bl we reproduce the results
of [8, Fig. 5, 6] when N is of 256 bits. We add one extra row of data con-
taining the run time of the program to show how the implementation of the
techniques of [§] works on our platform.

Table 5. Experimental results for the techniques of [§] for 256 bit N.
In the table on the left, LLL time A is the data given for Method I
in [8, Fig. 6] and LLL time B is the data from our implementation for Method II
of [8]. In the table on the right, LLL time A is the data given for Method II in |8, Fig.
6] and LLL time B is the data from our implementation for Method II of [§]. All the
LLL times are given in seconds.

5 ~ ~ (expt.), m =1 ~ (expt.), m = 2
Sy lewt), m =1y (emt), m =2 asym. t=0t=1t=2¢t=3t=0t=1t=2
Y 0.30 0.19 0.19 0.20 0.20 0.20 0.19 0.19 0.19
0.30 0.28 0.19 0.19 0.19 0.19 0.21 0.21
p p N N 0.35 0.19 0.15 0.16 0.16 0.16 0.16 0.16 0.16
0.35 0.25 0.13 0.14 0.14 0.14 0.16 0.16
0.40 0.19 0.12 0.12 0.12 0.12 0.14 0.15 0.15
0.40 0.22 0.09 0.11 0.11 0.09 0.14 0.15 p P
0.45 0.19 0.10 0.11 0.12 0.12 0.12 0.13 0.13
0.45 0.19 0.04 0.10 0.10 0.05 0.12 0.12
0.50 0.19 0.08 0.11 0.12 0.12 0.12 0.13 0.13
0.50 0.17 0 0.08 0.09 0 0.10 0.11 P
0.55 0.19 0.08 0.11 0.11 0.11 0.11 0.12 0.13
0.55 0.14 0 0.08 0.08 0 0.09 0.11
0.60 0.12 0 0.04 0.04 0 0.06 0.10 0.60 0.19 0.05 0.11 0.11 0.11 0.11 0.12 0.13
0.65 0.19 0 0.05 0.06 0.06 0.05 0.08 0.10
0.65 0.10 0 0 0 0 0 0.06
0.70 0.18 0 0 0 0 0 0.04 0.05
0.70 0.07 0 ] ] 0 0 0.01 -
0.75 0.14 0 0 ] ] 0 0 0
0.75 0.05 0 0 0 0 0 0
. 0.80 0.11 0 0 0 0 0 0 0
0.80 0.03 0 ] ] 0 0 0
0.85 0.08 0 0 0 0 0 0 0
0.85 0.01 0 0 0 0 0 0
. . P 0.90 0.05 0 0 ] ] 0 0 ]
Lattice dim. 10 16 22 20 30 40
: . 0.95 0.03 0 0 0 0 0 0 0
LLL time A 1 2 8 3 25 100 : - P
LLL ti B <1 <1 <1 <1 5 4 LLL time A 1 7 17 32 30 40 50
ime .
LLL time B <1 <1 <1 5 <1 6 43
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Table 6. Experimental results for our method for 256 bit N

1 0% m=4,t=0m=5t=0m=6,t=0
asympt. expt. expt. expt.
0.30 0.19 0.211 0.219 0.227
0.35 0.19 0.172 0.184 0.195
0.40 0.19 0.145 0.160 0.164
0.45 0.19 0.133 0.141 0.156
0.50 0.19 0.121 0.129 0.137
0.55 0.19 0.117 0.133 0.137
0.60 0.19 0.117 0.129 0.145
0.625 0.19 0 0.109 0.137
Lattice dimension 25 36 49
LLL time (in sec) <1 1 5

Next we present our results when N is of 256 bits in Table [fl One may note
that our results are better than that of [§] (presented in Table[]) for § < 0.625.
The experimental data till § < 0.625 is presented based on that fact that we are
always successful to factorize N in experiments following the idea of Theorem /[l
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